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Introduction

A customer who has purchased the McLeod System and has chosen to utilize McLeod Software Cloud Services to host
their system will have numerous users who will need to establish access. This guide contains important information for
users who need access to the system. The following processes are discussed within this guide:

— Accessing the MclLeod Software Cloud Services Environment

— Installing & Using Palo Alto GlobalProtect VPN Client

—  Self-Service Portal

— Overview — Password Policy

—  Working with McLeod Applications in a Remote Environment

Users will need to access the system via Remote Desktop Services. Users will also gain access to a self-service portal,
which provides options for passwords, security questions, and contact information. A policy has been set which enforces
secure password generation and retrieval for all users. Finally, end-users who are transitioning to McLeod Cloud Services
will need guidance in moving from a local application to a remote hosted application.

The appendices below reference general information & miscellaneous setup items:
A. Mcleod Software Cloud Services Login/User Management
B. How to Install and Use TSPrint Capability
C. Potential Conflicts with Screen Location and Remote Desktop Apps

Please review the sections below for the processes and policies related to onboarding to the McLeod System.
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Process

Accessing the McLeod Software Cloud Services Environment

1. Go to https://ammf.mcleodhosted.com to access the McLeod application.

Mcleod REMOTE DESKTOP SERVICES

Domain\user name: I

Password: I

Reset Password / Self-Service Portal

Security (show explanation
@® This is a public or shared computer

O  This is a private computer

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again.

2. In the Domain\user name field, enter the
appropriate username with “mcleodhosted\ammf- Domain\user name; Imcleodhosted\scac—user
*rEF*" and password.

a. These credentials are provided to the key users
in a separate spreadsheet. Reset Password / Self-Service Portal
b. If this is the first time logging in, the user may
be asked to reset the password depending on

the setup. Security (show explanation)

Password: Ioooo--ooooo

® This is a public or shared computer

O This is a private computer
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3. Asreferenced in 2b, a first-time user or a user whose password was reset will see the screen below when logging
in:

Meleed REMOTE DESKTOP SERVICES

Domain\user name: |mcleod husted\demo—useﬂ

Password:
Self-Service Portal

Your password is expired. Click here to change it.

Security

Warning: By logging in to this web page, you confirm
that this computer complies with your organization's
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again.

a. Please click “Your password is expired. Click here to change it.”

Melged REMOTE DESKTOP SERVICES

Domain\user name: Imcleodhosted\demo|—user

New password: |

J
Current password: | [
|
|

Confirm new password: |

Cancel

b. Current password will be the temporary password provided
¢. New password: Please refer to the Password Policy on page 11 of this document.
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4. Once logged in, the user will see icons for the applications available to you. See the example below.

Meleed REMOTE DESKTOP SERVICES

RemoteApp and Desktop C cttoar

te PC Change password | Sign out

e = -

MCu MCuU 2 Training
Documents

5. Click the application to be opened.

What happens next depends on the Internet browser being used. Included below are examples for Internet
Explorer, Google Chrome, and Mozilla Firefox using the default browser settings.

Internet Explorer

a. After clicking the icon for the application, a pop-up for RemoteApp appears similar to the one below. Click
Connect.

B RemoteApp x

A website is trying to un a RemoteApp program. Make sure that you trust the

) publisher before you connect to run the program.

This RemoteApp program could ham your local or remote computer. Make sure that you trust the publisher
before you connect to un this program.
% Publizher: * mcleadhosted.com
Type: RemoteApp program
Path: Ay Spo g =Y, el . - JI
Mame: g™ ™ NS W
Remaote computer: mm J omeessss m
':i,- Show Details Connect | | Cancel

b. RemoteApp will connect and the application should open at the top of your screen.
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Google Chrome

a. After clicking the icon for the application, the user will download an RDP file. Notice the download status at
the bottom left of the screen. See the example below.

% cpub- Jdp o A

b. Double click to open and another pop-up will
appear like the image to the right. Optionally,
check the Don’t ask me again checkbox, and
then click Connect.

¢. A Windows Security prompt for username and
password will appear. This will default to the
user that is signed into Windows.

Windows Security >

Enter your credentials

These credentials will be used to connect to

‘ Password

D Remember me
More choices

0K Cancel

d. Click More Choices and then Use a different
account.

e. Type in the appropriate username and
password.

Note: Please use mcleodhosted\ in front of the
ammf-***** yser, as seen to the right.

f.  Click OK.
g. RemoteApp will connect and the application
should open at the top of the screen.

E_E; Rer pp

! _,. Do you trust the publisher of this RemoteApp program?

This RemoteApp program could ham your local or remote computer. Make sure that you trust the publisher
before you connect to run this program.

Publisher: “meleodhosted.com
) Type: RemoteApp program
Path:
Name

Remote computer:

Dont ask me again for remote connections from this publisher

(= Show Details Connect | | Cancel

Windows Security >

Enter your credentials

These credentials will be used to connect to |
t

mcleodhosted\scac-user

Domain: mcleodhosted

|:| Remember me

More choices

. Connect a smart card
@ Uze a different account

OK Cancel
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Mozilla Firefox

a. After clicking the icon for the application, the Opening cpub- rdp *
user will be prompted to Open or Save File.

. Youh h t 3
b. Leave the default option checked to open the o ey hossn fe open

file and click OK. % cpub- sl m——_— m—.rdp
c. A RemoteApp prompt appears. Optionally, :"hi‘h:s’ Remote Desktop Connection
rom.

check the Don’t ask me again checkbox and

then click Connect. What should Firefox do with this file?

@:
() Save File

Remote Desktop Connection (default) e

Do this automatically for files like this from now on.

& RemoteApp X

! _,. Do you trust the publisher of this RemoteApp program?

This RemoteApp program could harm your local or remote computer. Make sure that you trust the publisher
before you connect to run this program.

| Publisher: “meleodhosted.com
) Type: Remotefpp program
Path:
Name

Remote computer:

I Don't ask me again for remote connections from this publisher I

(> Show Details Cancel

Windows Security

d. Click More Choices and then Use a different .
account. Type in the appropriate username and Enter your credentials
word.

passwo d These credentials will be used to connect to
Note: Please use mcleodhosted\ in front of the
ammf-***** yser, as seen to the right. mcleodhosted\scac-user

e Click OK R

f. RemoteApp will connect and the application [] Remember me

should open at the top of your screen.

e Use a different account

Connect a smart card

Cancel
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Installing & Using Palo Alto GlobalProtect VPN Client

1. Download the WindowsGlobalProtect application using the link below.

Windows Download Mac Download

a. Open the downloaded file by double-

clicking WindowsGlobalProtect. nis PC > Downloads
Name Date modified
v Today (1)
15] WindowsGlobalProtect 8/21/2019 10:19 AM

b. Start the Installation Wizard by clicking . .
Next. o the GlobalProtect Setup leardm D alo a_l_t 0

uide you through the steps required to install GlobalProtect +5.0.3 on your

computer program is protected by copyright law and international treaties.
lication or distribution of this program, or any portion of it, may result in severe civil
=5, and will be prosecuted to the maximum extent possible under the law.
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c. Use the default installation location and
click Next.

d. Click Next to start the installation
instance.

ﬁ' GlobalProtect — X

Select Installation Folder

paloalto

The installer will install GlobalProtect to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse"".

Folder:
C:\Program Files\Palo Alto Networks\GlobalProtect Browse...
Disk Cost...
Cancel < Back Next >
ﬁ GlobalProtect - X

Confirm Installation

B paloalto

The installer is ready to install GlobalProtect on your computer.

Click "Next'" to start the installation.

Cancel < Back Next >
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e. Wait for Install to complete. 48 GlobalProtect - %

Installation Complete pa[oa[to
‘!

GlobalProtect has been successfully installed.

Click "Close" to exit.

Cancel Back

2. Click the GlobalProtect icon in the system
tray.
a. Select the correct portal address:
i.  nsh.mcleodhosted.com

Note: The Cloud Services team can
provide this information if the user is
unsure which portal address is correct.

b. Input the McLeod Username and

Password. 7, ; 1 0 30 AM
c. Click Sign In and the connection will be

established. 8/21/2019

GlobalProtect GlobalProtect

GlobalProtect

Sign In

Enter login credentials

Portal: 69.20.57.205

mcleod-test }

Welcome to GlobalProtect

iy [aovanesaid |

ance Portal 69.20.57.205 v

Connect

Gateway GP-GATEWAY v
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Self-Service

1. From the McLeod hosted portal page, click the Self-Service Portal link below the Password field. Alternatively,
use the URL below:

https://selfservice.mcleodhosted.com:9251/showlogin.cc?logoutFromSSO=true

Mcleod REMOTE DESKTOP SERVICES

Domain\user name: ]|

Password: I
Self-Service Portal

Security (show explanation

® Thisis a public or shared computer

O Thisis a private computer

Sign in

2. Login using the ammf-xxxxx user and password. & sinm

3. Click the Click Here button.

Welcome! This portal offers you the power of password self-service!

Password Reset: Securely reset your machine password without help desk assistance. _
MCLECDHOSTED by

( ] Account Unlock: Unlock your account when you get locked out without help desk assistance.

‘ Profile Update: Update your photo, mobile number, address, and other details on your own.

Enroll now to enjoy these benefits!

? Forgot your password?

ﬁ Account locked down?
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4. Enter an appropriate email address and click Send Code.

Please enroll for the forced verification methods enabled for your account.

Email Verification

Enter the email address where you want to receive the verification code

Enter the code that you received via email

Step 1 of 3

5. The user will receive an email like the one below.

We received an enrollment request to use this email address for password reset and account unlock. To complete the enroliment, enter the verification code given below in the enrollment page.

Verification code: MESESSR

Please do not share this code with anyone.

6. Enter the Verification Code provided in the email in the Enter verification code field and click Verify Code and

Continue.
7. Please Choose a preferred Verlflcatlon authentlcator Please enroll for the forced verification methods enabled for your account.
Select any one of the following authenticators to proceed with enrollment
method.

() Security Questions
() Google Authenticator

() Microsoft Authenticator

Step 2 of 3 m
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8.

If the choice was “Security Questions”, the following

window appears.
a. Select two Questions and provide and confirm

valid Answers in the fields provided.
b. Click Next.

9. If the choice was either “Google Authenticator” or
“Microsoft Authenticator”, then one of the following

windows will appear.
a. Enter the code generated by the application.

b. Click Next.

10. Update profile details. Click the Click Here button.

Please enroll for the forced verification methods enabled for your account.

o Security Questions

-- Please Select a Question --
-- Please Select a Question —-
Hide Answer(s)

The minimum length of the answer(s) should be 5 characters and maximum allowed is 255 characters

Step3 of 3

Please enroll for the forced verification methods enabled for your account.

G Google Authenticator

1. Install Google Authenticaton
2. Open the app, and tap + to add an account.

3. Using the app, scan the QR code image given below.

Can't scan the image?

4. Enter the code generated by your authenticator app

Please enroll for the forced verification methods enabled for your account.
Microsoft Authenticator

1. Install Microsoft Authenticator
2. Go to the Microsoft Authenticator app. Select Add account = Other (Google, Facebook, etc.).

3. Scan the displayed barcode. A one-time-passcode is generated in the app.

of

=

Can't scan the image?

4, Enter the code generated by the Microsoft Authenticator app

Update your profile details.

You have some mandatory profile details that need to be updated.

Update now

Page 12 of 31

©2024 McLeod Software®. All rights reserved. Proprietary and confidential.

Revision Date: Feb 23, 2024



Mcleod

SOFTWARE"
Guide - Cloud Services

11. On the Profile window, click the Edit button on the upper far right of the window.

Profile Change Password Enrollment
Profile & # Edit

General Contact

Display Mame hosted-test Mobile
+ First name hosted-test + E-mail

* Last name

2 Upload

hosted-test

12. On the Edit Profile window, update the First name, Last name, and E-mail fields and click Update.
Caution: It is important to note that adding a Mobile number in the Profile screen means that the user opts

in to future communications using that mobile number. Please do not add a Mobile number if the user does
not want McLeod Cloud Services to use it to communicate in the future.

Profile Change Password Enrollment

Edit Profile (&

General
Display Mame hosted-test

* First name Hosted

# Last name Test

hosted-test Contact

Mabile

* E-mail not_real@mecleodhosted.com|

Cancel

13. The user is redirected to the Profile window. An email will be sent verifying these changes.
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Overview - Password Policy

The password policy will be as follows.
e  Minimum Password Length — 8 characters

e Enforce Password History — Remembers Last 12 Passwords
e Maximum Password Age — 180 days

e A user password must meet the following complexity requirements:

o A password cannot contain the user's account name or parts of the user's full name that exceed two
consecutive characters

o The password must contain characters from three of the following four categories:
» English uppercase characters (A through 2)
» English lowercase characters (a through z)
= Base 10 digits (0 through 9)
* Non-alphabetic characters (i.e., |, §, # %)

e A user account will be locked out for failed password attempts. See below:
o Number of failed login attempts allowed — 10
o Reset failed login attempts count after (mins) — 10
o The account will be locked out for a duration of (mins) — 60
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Working with McLeod Applications in a Remote Environment

Saving Files to Local Machine

The process for saving files from the McLeod System to a local machine will require some additional steps compared to
running the McLeod System locally.

1. When saving a file to a local computer, first launch the Temp Docs shortcut from RemoteApp and Desktops page
by clicking the Temp Docs — Purged on 15th icon.
Mcleod REMOTE DESKTOP SERVICES
RemoteApp and Desktops Change password | Sign out
2 |
Development w DocumentP... T’e;m;’:‘ :‘vjocs~
T
The Terminal Server Documents folder is displayed.
| & || 5 | Documents - o X
“ Home Share View (7]
A & » ThisPC > CDRIVE(C) > Users » > Documents v Search Documents Pl
Naime - Date modified Type

# Quick access o ‘

B Desktop | Test File 10/14/2 A Text Do

& Downloads

| Documents

&= Pictures

3 This PC

=¥ Network
Titem [E=
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2. Next, click Save or Browse on any document window. The Documents folder will display by default.

& Comment Detail - %
View attachment
Entered by 7 @ @ view attachmen
Paste attachment
Type =
(&, Browse
Comments

¢ cancel & ok ‘

|comment or remark |

3. Name the file, then click Open or Save.

Lookin: | = Documents v BEeFE-

)

Recént ltems

Desktop

=]

Documents

L

This PC

lﬁ‘ Filename: | TestFile

Network  Files oftype: |l Files > Cancel
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4. Finally, copy the file from the Temp Docs

folder to any folder on the local computer. Home  Share  View ]
« v o > ThisPC » OS(C:) » Users » Public » Public Documents v & | Search Public Documents P
O Name Date modified Type Size
s Quick access
B Deskt 4 Test File 10/15/2019 4:35 PM Text Document 0KB
esktop
& Downloads
= Documents
&/ Pictures

Documentation

Personal

gl

Saving Files to Local Machine - Alternate
Method

5. When saving a file from the McLeod System to a local machine, click the Computer icon in the leftpane.

H ** DEV ** Print "Available Orders Report” - Ignition Trucking, Inc. bt

Printto |Save to file l

Save in. | This PC v B ekE-

. ConBHMTERMS
- D on BHMTERMS
[ Desktop
= Documents

-‘r Downloads
- D Music
Desktop | Pictures
B videos
. X on BHMTERMS
= C_DRIVE (C)
- CD Drive (Z3)

This PC

P rrename
Metwork

Files oftype: || padMaster Report (*.Imr) v Cancel
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6. Under other, select C: on (the local PC Name)

E ** DEV ** Print "Available Orders Report” - Ignition Trucking, Inc.
Printto |Save to file

Save in:

Recent ltams

Desktop

Documents

X

This PC

@

Network

-

[ This PC

L

B e EE-

C on BHMTERMS

. D on BHMTERMS
[ Desktop

iﬂ Documents

; Downloads

J" Music

= Pictures

B videos

. ¥ on BHMTERMS
= C_DRIVE (C)
o CD Drive (7))

File name:

Files of type: | LoadMaster Report (*.Imr)

7. Next, open the Users folder.

E ** DEV ** Print "Available Orders Report” - Ignition Trucking, Inc.

Printto |Save to file

Save in:

Recent ltems

Desktop

Documents

L

This PC

@

Metwork

-

- ConBHMTERMS

B ek E-

kv

Save

Cancel

Img-Inst-bhmimi2
inetpub

Mcleod Older
McLeod Software
Mew Folder
PerfLogs

Program Files
Program Files (x86)
RDVirtualDesktopTemplate
tm

Users |

Windows

File name:

Files oftype: | |padMaster Report (*.Imr)

8. Then, open the correct user folder corresponding to the Windows login used.

Cancel
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9. Finally, Choose the desired save location within the local file folders and click the Save button.

H ** DEV ** Print "Available Orders Report” - Ignition Trucking, Inc. H
Printto |Save tofile <
Save in: brianc v £ ER-
o . oracle_jre_usage
_—_j - 3D Objects
Recentltems |25 Contacts
I Desktop
= Documents
- ; Downloads
Desktop r Favorites
& Links
= mcleod
= J‘) Music
Documents & pictures
) #P Saved Games
La - Searches
Thispc | Videos
WINDOWS
@ e
Metwark ; .
Files oftype: || padMaster Report (*.Imr) v Cancel
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Printing

The process for printing will change as the application is no longer running on a local machine. A user must first install
TSPrint on their machine (IT personnel may have already completed this for you). Instructions for installing TSPrint are
included in Appendix B.

10. When printing from the application select from the dialogue box TSPrint Printer (Default).

Bl ** DEV ** Available Orders Repe — O et
(®) All ship dates
() Single ship date i
() Range of ship dates
ﬁ thiroainak lﬁ

E ** DEV ** Print "Available Orders Report” - Ignition Trucking, Inc.

Ll

T3Print Printer (default)
Microsoft XPS Document Writer | =
OneMote (Desktop) (redirected 2 5

Fax (redirected 257) (redirected - | 1ouaN A
Webex Document Loader (redire
CutePDF Writer (redirected 257) v

11. Pick up the newly printed documents on the default printer normally used.

Tip: To change which printer “TSPrint Default” prints, simply change the default printer on
The local machine.

New User Creation

12. To create new users, simply submit a request to your ammf@mcleodsoftware.com email noting a new user in
the subject line.

Note: All users are separated and identified using their AMMF Code-First Initial Last Name
(up to 10 total characters) Example: “ammf-uname”.
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13. Once provided with the username and password, the user will need to add the hosted username to the “"Login id”
field of the User entry screen (Sys Admin | Preferences | User).

14. If creating a new user, select Add on the menu at the top of the screen. Otherwise, Update an existing record.

= ** DEV ** LoadMaster Main Menu - Ignition Trucking, Inc. = == DEV ** User Entr}f - |g|-1iti|:||-1 Trucking._ Inc.

File Sys Admin Dispatch Brokerage Billing & AR Setftlement Office Pay = =
Preferences I User I ﬁ - » 4 t_:!- T =
Accounts Payable i Company ‘Search Previous || Mext Add Update | Delete List
Accounts Receivable E Menu Editor

( Dispatch b Department

Distance E Thumb Editor
Brokerage b Report Properties

15. Enter the user’s information.

B8 ** DEV ** User Entry - Ignition Trucking, Inc. — O X
> = - = =
%) G 8 = 8 8 + ®
Abort Exec Find Groups| CFY U2 Bt | Auditlog @ Ema Sort T, Exit
UszerID Username | W available ¥ Active
User type |LME user 7| Rs2Qi0 1D I Active date |12/21/2020 [E4]
Phone number Ext Inactive date ]|
Cell phone Fax#
Email address
Terminal A
Department A

a. Enter the user’s First and Last name in the User name field.
Enter the hosted username in the Login ID field.

c. Optionally (depending on specific company configuration), input the User ID. If master code generation is
enabled, allow the McLeod System to select a User ID.

16. Finally, once the user is configured select Exec to save.
Email

Starting with LoadMaster and PowerBroker v15.2, email configuration is built into the software and can be updated on the
fly. The email control screens are located in the following 3 places:

e Company-wide settings — Sys Admin | Preferences | Company | Outgoing Email
e User-specific overrides — Sys Admin | Preferences | User | Outgoing Email
e Function-specific overrides, such as settlement email — Sys Admin | Email | Email Profiles

software. Editing these files requires a working knowledge of how the software functions. Due to this
complexity, please contact support to assist with any changes to your email integration.

i Caution: In the MclLeod Systems older than v15.2, email configuration is located in multiple files within the

Note: If you utilize Google Apps/Gmail as your organization’'s email service, please see Appendix C for
additional setup instructions
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Emails sent from the cloud services environment will use the java mail screen (instead of launching to a local email
program) and will look similar to the below screenshot. It will use the company email settings unless the user override is
set up on a user profile.

Email Message 465117 X ® sena emai- 8 .k x
From rapidalerts_TMS
Er'l"lEI' Address 'J To |kierston grantham@mcleodsoftware com
Send ce
erston.gra ntham@mclendsnﬁware.cnm| Subject|Mobile Communications Message

7
CEFICE' Mobile Communications rv1essage|um1531354

Aftachments ‘
=] message465117 bt |

| o Add § el

Email Links

The Email Screen Link button (

e L0 S

Email) normally allows a user to send a hyperlink to -

) y yp Q/ IR E J '3
another user. When used this function would take the | s || resy T,, = S Fu,, P,,,‘
user to the |Inked screen or record' Thls WI” no |Onger Unit number 319110 2 UserID Imeadm Message number 838552 Type ||
work correctly when accessed through a normal email Formnumber 12|  Sending status 100 Send: |09/28/2018 1410 ]
client. This occurs because the user is Working Delivery priority 0 [7] Requestreply | Receiptconfirmation  Received: |09/28/2018 1410 i)
through a remote session, which involves running the | Details | Images | order]
program on a different machine than the local
computer.

When a user tries to click the link in the email from the local machine, the link will fail to find the McLeod System software
on the local computer and will not open successfully. A screenshot of this menu option and the error when accessing from
a local machine are provided below.

Mcleod Deployment “

a Could not open the specified LME screen because the Java_x86
home directory has not been saved. Please run a deployed LME
application for this to be saved,

|

Tip: This button can be disabled using the screen level permissions in the permission manager so that users
will not try to send screen links via email.
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Database Access

Advanced users will notice that they are unable to access the Cloud Services databases directly through tools such as
Microsoft SQL Studio. This is done primarily for data protection and security. However, for any power users or IT staff that
would require this access, there is a built-in database tool within The McLeod System & Powerbroker that can provide
access to query and update the database tables called the “JDBC Client” which can be accessed from the main menu
under Sys Admin | Utilities | JDBC Client.

A
A

~accident_contral
-accident_cost
-accident_notify
~accidenttype
~accrual_history
~action_code
-adj_payrall_gl
--agency
~-agency_link
--AQeNCy_USers
~-agent_access_ctrl
--agent_message
-alcohal_control
~alcohal_test
""'3||(_le'
--alk_city_report
--alk_trip_control
~allocated_charge
~-amortized_paymen
~-ap_1099_code
~-ap_begin_bal
~-ap_check
""'ED_CUCI
--ap_cod_dist
~-ap_control
~-ap_cycle_code
--ap_division

bt 9

SCL Builder

¥ Use transaction
s,

[™ Execute statements one at a time

Note: The McLeod Account Manager and Cloud Services team can assist in running most queries, by request.

Caution: It is highly recommended that this tool be permissioned off via the Permission Manager for non-
key or power users, as it provides access to the LoadMaster and PowerBroker databases.

Warning: Use extreme care when implementing this tool, or when writing any SQL commands. Correcting
data corruptions caused by SQL commands written by end-users can result in billable charges for data
recovery performed by the McLeod support team.
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Updating Database Schema

Similar to the general database access, users will not be granted the elevated permissions required to adjust the database
schema. This would normally be done in situations such as adding new fields to a screen or changing data types for a field.
This is not recommended even for non-cloud services customers as changes to fields or tables can have negative impacts
on McLeod System functionality if not fully tested. However, if changes are required, they can be tested and performed by
the McLeod Software support team.

Note: The McLeod Account manager and Cloud Services team can assist with any required schema edits.

H ** DEV ™ Scherma Editer - Ignition Trucking, Inc.

Al 00 Y eE

4

© Q

@

)

5

a X

5 [

Search || | Frevious|| Mext || Add || Update || Delete || List | ||SQL Generstor|| Edit Domains || Schema Report || Code Generator | Fiekd Detail | Tablespace Groups|| Print || Audit Log
4 §2 &

@Email| Son || Totals

Table name | movement Assigned to | billd Status | Complete -

Table Information ¢ Index Information

Field name Data type Domain Master tableffield Caption Required |Upshifted |Help line
authorized char(1) Yes_no {Authorized ES ES Whetherthe
average_broker_rating decimal(2,1)} M ]
booking_no char(14) Mot used el ol Fieldis nolo
br_details_link archar(120) M ]
br_status_link archar(120) el ol
br_track_interval integer Brokerage tracking inter.. N ] Brokerage tri
br_track_status archar(255) el ol
br_tracking_id archar(60) M ]
br_vendor char(1) el ol
broker_avail_tract char(8) Brokerage available tra... N ] From broker;
brokerage char(1) Yes_no Brokerage el ES Flag yes for i
brokerage_status char(8) brokerage_status brokerage_status/id Brokerage status M ES [The compan
carrier_contact archar(G1) Contact el ol Primary cont
carrier_email archar(60) email_address Carrier email ES ] Email addre:
carrier_fuel_pay_rate_id |integer carrier_rate_id carrier_ratelid el ol Rate numbe
carrier_lane_rate_id char({32) M ]
carrier_override_user char(10) user_id usersiid el ol
carrier_phone char{20) phone_number Phone M ] Contact's ph
carrier_rate_id integer carrier_rate_id carrier_ratelid Carrier Rate el ol (Carrier rate &
carrier_tractor char{12) [Tractor M ] Carriers frac
carrier_{railer char(12) Trailer el ol Carriers trail
chassis char{10) Mot used M ] Fieldis nolo
checkcall_sched_id char(8) checkcall_sched_id check_call_sched/id Check call schedule ES ES 'Schedule to
container char{16) Mot used M ] Fieldis nolo
container_returned char(1) Yes_no Mot used el ES Fieldis nolo
container_status char{1) Mot used M ES Fieldis nolo
controlling_carrier_code  |char(8) controlling_carrier_code |customer/controlling_c.. el ES Controlling c .,
- - P P—— Fa— = o .. S
| & Add ® Upd B Del
[ Record 1 of 1 in list
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Appendix A - McLeod Software Cloud Services Login/User
Management

As with all requests, support must be requested through your organization’s designated Key Users by contacting the
McLeod front desk at 205-823-5100 or by emailing ammf@mcleodsoftware.com.

Starting on your Go-Live Date, User Creation/Deactivation will be requested by emailing ammf@mcleodsoftware.com.

New User Creation:

1) Email ammf@mcleodsoftware.com with your new user’s name — McLeod Managed Services will send login
credentials to the Key User through email.

2) Customer will navigate to Sys Admin — Preferences — User to add this user to LoadMaster/PowerBroker.

User Deactivation:

1)  Email ammf@mcleodsoftware.com with the Login ID that needs to be deactivated.

2) Customer will navigate to Sys Admin — Preferences — User to Inactivate this user.

‘ Warning: Failure to request user deactivation may result in unexpected Monthly charges.
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Appendix B - How to Install and Use TSPrint Capability

1. Visit http://www.terminalworks.com/remote-desktop-printing/downloads

2. Choose the correct Client Download option from the drop-down and click “Download”

DOWNLOAD TSPRINT 3

TSPrint comes with a server and client download. The server side should be installed on a terminal server while the client

is installed on the client machine from which you connect. The download comes with a full 25 day trial.

SERVER VERSION: 3.0.8.8 MDS5 CHECKSUM:

DOWNLOAD FILESIZE: 18.8 MB 92C72456F153B3F4839EE25BF4D41003

CLIENT VERSION:3.0.8.8
DOWNLOAD FILESIZE: 19.7 MB

Windows EXE (2000,XP,\Vista, 7,8,10)

DOCUMENTATION

For a more in detail look on all the features of TSPrint and how to use them please check out our usage guide.

DOWNLOAD PDF [

a. Once the client has finished downloading, run the tsprint.exe from your computer

Opening T5Print_client.exe x B = | Downloads
File Home S

You have chosen to open: X - . E—

" §% _ I Delete ~ l i v B open

i ient.ex ath - Edit
[55] TSPrint_clien e i v Pa - i Rename New i i E
L. e © folder - 5 History | B Invert selection
which is: exe File (19.8 MB) inboar .

New Open Select
from: https://www.terminalworks.com

Downloads
Would you like to save this file?

- ~ o Quick access
Sawe File Cancel . ©

E Documents

Downloads

Yackages

and Marketing
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b. Click Next. &

’l: e ||"I.\II|.'( ™ .
L5 ]errr?:.'..r.-l.q;|,-\:.t,$.'.)-,- lﬂ“ Welcome to the TerminalWorks

TSPrint Client Setup Wizard

Thig will install TSPrint Client on your computer,

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

c. Toggle the | accept the agreement =

option and click Next, then click Next ]
. License Agreement
again. Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

TSPrint's license agreement

software

You should carefully read the following terms and conditions before opening the
software package, or if downloaded, before using such downloaded software.
Opening the package or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding on you
and TSprint. If you do not agree with these terms and conditions, or do not want
them to be binding on you, you should promptly return the package unopened for

a full refund or delete the downloaded software from any storage medium that it
iz stored on. A

@I accept the agreement
(O)1 do not accept the agreement

< Back Cancel
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d. The setup program defaults to the
following folder for shortcuts. Use the

. . . . Select Start Menu Folder
default installation location and click Where should Setup place the program's shortauts?
Next.

(=)

d Setup will create the program's shortcuts in the following Start Menu folder,
[

To continue, dick Mext. If you would like to select a different folder, dlick Browse.

|TerminaIWnrks \TSPrint Browse...

e. Click Install. (=]

Ready to Install

Setup is now ready to begin installing TerminalWaorks TSPrint Client on your
computer.,

Click Install to continue with the installation, or didk Badk if you want to review or
change any settings.

Install Folder C:\Program Files (x86)\TerminalWorks\TSPrint
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f.  Allow time for the installation process &

to complete.
Installing
Please wait while Setup installs TerminalWorks TSPrint Client on your computer,

Extracting files...
C:\Program Files (x86)\TerminalWarks TSPrint\acreator 32\acPDF CreatorLib, Met. dll

Cancel

g. The program indicates that the TSPrint (=]
Client was successfully installed. Click )
Information
Next. Flease read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

TSPrint Client was successfully installed, dick next to finish installation.

©2024 McLeod Software®. All rights reserved. Proprietary and confidential. Revision Date: Feb 23, 2024 Page 29 of 31



Mcleod

SOFTWARE"

Guide - Cloud Services

h. Click Finish. &

& TerminalWo

Completing the TerminalWorks
TSPrint Client Setup Wizard

Setup has finished installing TerminalWorks TSPrint Client on
your computer.,

Click Finish to exit Setup.

The TSPrint Client has now been installed.

©2024 McLeod Software®. All rights reserved. Proprietary and confidential. Revision Date: Feb 23, 2024 Page 30 of 31



Mcleod

SOFTWARE"

Guide - Cloud Services

Appendix C - Potential Conflicts with Screen Location and Remote
Desktop Apps

Due to applications running as a Remote Desktop App, conflicts can emerge where screens popping up can cause the
system to appear “frozen” for a user. This is due to a screen requiring input appearing behind or outside of your current
monitor configuration. Not all users encounter this issue but may result in needing to disable certain pop ups or
additional code to be deployed to your environment.

Known settings that can be cause screens to be inaccessible:

e User Settings
e Save Screen Sizes and Positions
¢ Add/Update Confirmation
e Google Places
e Following Settings do not disable Google Places, but rather the automatic pop up for Google Places
e Enable Location Add through Google Places
e Enable Customer Add through Google Places
e Enable Google Places for stop Lookup

©2024 McLeod Software®. All rights reserved. Proprietary and confidential. Revision Date: Feb 23, 2024 Page 31 of 31



